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ABSTRACT

The research problemliesin the need for a deep scientific understanding of the relationship
between artificialintelligence and cybersecurity, andin answering a fundamental question:How can
artificialintelligence be employed to enhance cybersecurity, while reducingits risks and potential
threats? This researchaims to achieve aset of scientific objectives, the mostimportant of which
are: clarifying the conceptual framework of artificialintelligence and cybersecurity, analyzing the
role of artificialintelligence in enhancing cybersecurity systems, highlighting the cyber risks and
threats associated with the use of artificialintelligence.

One of the mostimportant findings of the researchis that artificialintelligence has become apivotal
elementinmodern cybersecurity systemsin detecting, analyzing and responding to cyber threats,
theinability of traditional cybersecurity methods to confront advanced threats, and the
contribution of artificialintelligence in the transition fromreactive to proactive security.
Moreover, the challenges of employing artificialintelligence are notlimited to technical aspects
only, but extend to ethical, legislative and regulatory dimensions. In addition, the human element
constitutes one of the mostimportant weaknessesin cybersecurity systems, and cybersecurityis
increasinglylinked to the national security of countries.
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Abstract

The research problem is manifested in the need to understand how artificial intelligence can be
employed in enhancing cybersecurity. The scientific importance of the research lies in the fact that
it contributes to enriching Arabic literature in the field of artificial intelligence and cybersecurity,
two fields that suffer from a scarcity of specialized studies that combine the theoretical and applied
aspects in an integrated analytical framework. The practical importance lies in the development of
effective strategies for cybersecurity supported by artificial intelligence. This research adopts a
descriptive approach, describing the phenomenon under study and analyzing its dimensions. It aims
to clarify the conceptual framework of artificial intelligence and cybersecurity, analyze the role of
Al in enhancing cybersecurity systems, and highlight the cyber risks and threats associated with the
use of Al.

One of the most important results is that artificial intelligence has become a pivotal element
in cybersecurity systems in detecting, analyzing and responding to cyber threats, contributing to
the transition from reactive to proactive security, and that the human element constitutes one of the
most important weaknesses in cybersecurity systems, and the increasing connection between
cybersecurity and national security of countries.
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